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Generalization in adaptive data analysis

Today, we will present A new analysis of differential privacy’s generalization guarantees (JLNRSS 2019).
It is concerned with the setting of adaptive data analysis, where we would like to collect some data
S ~ P" and adaptively ask a sequence of questions ¢1,...,qr about the data. That is, the question g1
that we ask next could depend on our previous queries and answers we obtained by interacting with S:

qt+1 < A((Qha’l)v RS (Qt7at))'

Here, A is the data analyst choosing the next query.
For simplicity, let’s consider only linear queries ¢; : X — [0, 1] where we aim to determine:

a(P)i= E_la(x)]

Notice that if the queries were not adaptive, then to obtain e-accuracy for all T queries, a Hoeffding-Chernoff
concentration bound tells us that we need around n = E% log T' samples. However, when the queries are chosen
adaptively, the samples and the queries are no longer independent. A naive way to overcome this is to simply
resample data for each query, so we need at most n = E% - T samples. Thus, the number of samples grows
linearly in the adaptive case, compared to the logarithmic growth in the non-adaptive setting.

It turns out that there is a lower bound on the adaptive rate: v/7T. The difficulty of the adaptive setting
is that if we learn too much about S, we might be able to find a query ¢ where an answer ¢(S) on S is very
different from ¢(P). One way to achieve this optimal rate asymptotically is by using a differentially private
mechanism to perform the adaptive analysis: by perturbing the answers with noise, we prevent the analyst
from learning too much about the particular sample S. while hopefully they are still able to learn something
nontrivial about the overall underlying distribution P.

The idea here is that generalization can be achieved through algorithmic stability: if the queries
and answers that we get cannot depend too much on small changes in the samples S that we draw, then
these answers will likely generalize to the rest of the distribution. Theorems that allow one to convert a
differential privacy guarantee into a generalization guarantee are called transfer theorems, and we’ll show
a transfer theorem with an elementary proof, which also illuminates this intuition further.

1 Intuition

1.1 Posterior as an object to describe generalizability

To motivate the technique presented in this paper, consider drawing a sample S ~ P™ and from it, producing
a transcript of our interaction with it, = = ((ql,al), R (qT,aT)). Then, we could define Q. to be the
posterior distribution on samples S’ € X™ that produces the transcript ,

0.(8) =P(S'|IT = 7).

In particular, if the mechanism by which we choose queries and answers is deterministic, then Q. is
supported on exactly the samples S’ € X'™ that yield this sequence of answers. Notice that in this case, then
we have a uniform bound over the queries we performed:

max |a; — (S)| =0 = max |ar —qu(Qn(s))[ = 0.



That is, the answer that we get generalize quite well if it were the case that our samples .S were drawn from
the posterior distribution Q, and not P™. But it’s likely here that Q, and P™ are very different. And so,
just because our answers were close (in fact equal) to ¢(Q,), they might be far from ¢(P™).

Intuitively, if someone who looks at our transcript could recover S, then we are very likely to have overfit
to our data. Perhaps one measure of how much of our analysis is an artefact of our sample (rather than the
population) is the following:

sup  |q(P™) — q(Qn(s))|-
q: X—[0,1]

This, of course, is just the total variation drv(P™, Qr(s))- Under this metric, one extreme way we could
prevent overfitting is by neglecting to look at S at all. Then, II(S) is independent to .S, and our answers with
respect to S is just as bad (or good) as with respect to P. Indeed, Q, = P", which is great for generalization,
but this way of minimizing total variation is no good for accuracy.

But perhaps we don’t really care if Q. and P" are very different. After all, we care only about the
queries we ended up asking, qi, ..., qr. Perhaps we should consider:

7{2% |qt(P ) — qt(Qﬂ'(S))"

We will use this later to define the notion of posterior insensitivity. One way we can decrease this
sensitivity is by adding uncertainty to the outcome of the analysis 7(S). Then, the posterior Qg will
reveal less about S, pushing the posterior closer to P™ (this will be how differential privacy can lead to
posterior insensitivity). Though, one consequence may be the degradation of the in-sample accuracy:
max |a; — q¢(5)].
te[T] ’ ! qt( )‘
Having made this trade off, the in-sample accuracy may no longer be zero. But hopefully, we can still
prove something like:

—q(9)| < = - . <é. 1
g%\at a(9)] <e {rel[%!at @(Qn(s))| < (1)

In which case, the simple application of the triangle inequality would imply that our answers a; are not
only close to ¢;(Qx(s)), but close to g;(P™). This would mean that if our mechanism by which we obtain
answers to our queries is posterior insensitive and in-sample accurate, then this mechanism would also have
out-of-sample accuracy over the underlying distribution.

1.2 The brain-damaged statistician

It seems very plausible that we should be able to prove something like Equation [1| in probability; to do this,
we need the Bayesian resampling lemma. Consider a brain-damaged statistician, who collects some data
S then performs some analysis using S to obtain II. Then, accidentally throwing away S, they decide to
sample S’ from the posterior given II. Then, what is the relationship between the distributions of (S, II) and
(S’,1II)? Tt turns out that they are the same. In particular:

P(s)P(x|s) = P(s,m) = Y P(3)P(w|3)P(s|m) = P(m)P(s|r) = P(m)Qu(s).
As a result, this means that the following are equal:

max |a; — q(S")] > ¢

—q(9)| > el = P
max ‘at (Jt( )|5} s~7>n,7r~n¥5),5/~g,r X

Pr [
S~PT m~TI(S) | tE[T]

Then, to go from a bound with respect to an individual draw S’ ~ Q. to a bound with respect to the
expectation over Q,, we can use, for example, a Markov or Chernoff bound.



1.3 Differential privacy implies posterior insensitivity

One way to obtain a statistical estimation mechanism that is posterior insensitive is to ensure that it is
differentially private. In differential privacy, the outcome of the data analysis II cannot depend too much
on any single data point X; € S. That is, the distribution on II conditioned on knowing X; can’t be very
different from the distribution before this knowledge:

dTv((H‘Xl = iL’) s H) ~ 0.

On the other hand, posterior insensitivity has to do with how well we can distinguish between the
distributions P" and Qr(s) using the queries qi,...,qr. If it is the case that there is some ¢; that is able
to distinguish these distributions well, that implies that dpv ((P™[II), (Qx|II)) > 0. But then, if we choose
X ~ S randomly from our sample S, then we must have:

drv((X[IT=m), X) > 0.

But how can it be the case that II doesn’t depend very much on any single data point X, but then knowledge
of IT also tells us a lot about one of the data points used in its analysis? And so, we’ll show later on that if
our mechanism is differentially private, then it must be posterior insensitive.

2 Formal setting

Let P be a distribution over X' a data domain. A sample S = (X1,...,X,) "k pn s drawn i.d. from P.

As noted before, we are concerned with linear queries g : X — [0, 1], where we let:

In the adaptive data analysis setting, given a family @ of linear queries, we have:

e a statistical estimator M : X" x Q* — R*, which is a (possibly stateful and randomized) algorithm
that interactively returns answers a; € R to queries ¢; € @) using a data set S € A™,

i <— M(S, qt)

e a data analyst A4 : R* — Q*, which is any (randomized) algorithm that selects the next query g;41
based on the sequence of previous answers,

qtr1 < A(al, ey at)

e a transcript 7 of the interaction between the statistical estimator and data analyst,

mi= ((qhal), cey (qT,aT)).

We'll denote the random variable for the transcript by II(M, A, S), or more succinctly, II(S) if M and
A are clear from context. And as an abuse of notation, we also say (q;,a;) € 7 for t € [T].

We also denote the posterior distribution on dataset conditional on IT = 7 by:

Q. = (P"|II(M, A,S) =).



Definition 1 ((«, 3)-sample accuracy). A statistical estimator M is («, 3)-sample accurate if for every data
analyst A and every data distribution P,

Pr max S)—al > al <8.
S~Pn, w~II(M,ALS) | (ga)Em ‘Q( ) ‘ - - 6

For example, the statistical estimator that simply returns the empirical estimate of a query ¢ on S is (0, 0)-
sample accurate. But as we discussed, in-sample accuracy does not imply good generalization, especially in
adaptive data analysis. So, we define:

Definition 2 ((«, §)-distributional accuracy). A statistical estimator M is («, §8)-distributional accurate if
for every data analyst A and every data distribution P,

Pr max P")—al > «a| <B.
S~Pn e II(M,A,S) | (g,a)em |q( ) ’ - <P

For example, the statistical estimator that partitions S into 7" subsets obtains, by Hoeffding’s inequality,
(¢,2exp(—2ne?/T))-distributional accuracy. And finally, motivated by our earlier discussion on posterior
insensitivity, we define it formally as:

Definition 3 ((e, §)-posterior insensitive). The interaction (M, .A) is called (e, d)-posterior insensitive if for
every data distribution P,

P P —q(Qr)| > ¢| <6.
s ras | [a(P") —a(Qx) 2 €| <

3 A general transfer theorem

Now, the main transfer theorem:

Theorem 4 (General transfer theorem). Suppose that M is an («, §)-sample accurate statistical estimator,
and that the interaction (M, A) is (g,d)-posterior insensitive. Then, it is (o', 8)-distributionally accurate
foralld =a+c+e andﬁ’z%—kc; where ¢ > 0.

Recall our intuition that if M is («, 8)-sample accurate, then all the answers it produce a; is close to
q¢(S). This should imply that a; is close to ¢:(Qr). And if furthermore, M is (e, d)-posterior insensitive,
then ¢ (Qr) is close to ¢;(P). Then, by the triangle inequality, this theorem would follow. We need:

Lemma 5 (Sample accuracy implies posterior distributional accuracy). Suppose that M is («, 3)-sample
accurate. Then, it is (o, §)-distributionally accurate over Qr, where o/ = a+ ¢ and ' = /¢ for all ¢ > 0.
That 1is,

Pr [max ’a—q(Q,r)|>Oz+C} §é~
S~Pn  w~II(S) [ (g,a)eEm C

Proof of Theorem[j If M is («a,[)-sample accurate, then by Lemma [5] it is (o + ¢, 8/¢)-distributional
accurate over the posterior for ¢ > 0. And if M is (e, §)-distributional accurate (over P, then we have:

max_|q(P) —q(Qx)| >¢| <.

max |a—q(Qx)| >o¢+c} Sé and Pr {
c S~Pn  w~I1(S) [(g,a)Em

Pr
S~Pn ,7~I1(S) | (g,a)ET

Then, outside of the failure probability of at most §/c + 0,

Pr [max |a—q(77)’>a+c+a]§6+5.
S~Pn  w~IL(S) | (g,a)Em [



3.1 Technical proof
The proof Lemmal 5] will be an application of Markov’s inequality along with the Bayesian resampling lemma:

Lemma 6 (Bayesian resampling lemma). Let E C X" X II be an event. Then:

(S.m) € B] = [(S',7) € E]

Pr Pr
S~P7 | wrII(S S~Pn  w~II(S), 8 ~Qp

Proof of Lemma[5 We wish to provide an upper bound on |a — ¢(Qr)| > ' in probability; this suggests
that we should apply a tail bound, like Markov:

1
Pr max |a — >a+4cl < —- E max |a— > .
S~Pr wII(S) |:(q,a)€7r ‘ q<Q7T)| :| T ¢ S~Pn,a~II(S) |:(q,a)€7r ’ Q(Qn-)| :|
But notice that ¢(Q;) is itself an expectation; it would be useful to be able to expectation over (S, 7) along
with the expectation over S’. We can almost do this due to the linearity of expectations, except that the
absolute value is not linear. So let us split up the above event into two pieces. Then, we have:

1
Pr [ max a— q(Q,) > a—l—c] <=. E [max{ max a—q(S') —a, OH
S,m | (g,a)em c SmS’ (g,a)em
1
<=-.E [ Pr [max a—q(S’)—oz>0”7
¢ S |5~Qn [(ga)en

where the second inequality holds because the term within the first expectation is always contained in [0, 1].
That is because q : X — [0, 1]. But we can now work with the probability over S’ ~ Q. using the Bayesian
resampling lemma, which allows us to convert probability bound of an event with respect to the posterior
to the original sample S drawn from P™:

p —q(S)>a| =P —q(8") > af.
Br s, o0 o] = B, mys o- a3 > ]

Thus, we obtain the bound:

1
Pr[max a—q(Qﬂ)>a+c}<~Pr[max a—q(S)>a]
S,m | (g a)em ¢ S, |(g,a)em

The same proof holds with the event ¢(Q,) — a > a + ¢. So, combining them yields the result. O

4 Transfer theorem for differential privacy

Definition 7 ((e,d)-differential privacy). Two datasets S, S’ € X™ are neighbors if they differ in at most
one coordinate. An interaction (M,A) is (g,0)-differentially private if for all data analysts A, pairs of
neighboring datasets S, S’ € X", and for all events F C TI,

Pr[II(M, A,S) € E] < e -Pr[lI(M, A,S") € E] + 6.
If (M, A) is (g, 0)-differentially private for all A, then we say that M is (g, d)-differentially private.

Lemma 8 (Differential privacy implies posterior insensitivity). If (M, .A) is (g, §)-differentially private, then

s

for any P, it is is (¢, 6')-posterior insensitive for all e’ = e* — 1+ 2c and ¢’ = ¢ where ¢ > 0.

Corollary 9 (Transfer theorem for (e,d)-differential privacy). Let M be (e,d)-differentially private and
(a, B)-sample accurate for linear queries. Then, for all analyst A, it is (o', B')-distributionally accurate for
alld =a+(ef—1)+c+2d and B’ = %—F%for all ¢,d > 0.



4.1 Technical proof

Proof of Lemma[8§ We will proceed by contradiction, as suggested by our intuition: if M is differentially
private, then knowledge of a single sample X in our dataset S should not reveal very much additional
information about II(S). But on the other hand, if M has high posterior sensitivity, then knowing II(.S)
should reveal some information about some X € S. To formalize, let X € S be drawn uniformly at random
from our dataset S. We will compare the distributions (X,II) and X ® II, where the latter distribution is
the product of the marginal distributions of (X, II). To do so, we’ll make use of the following lemma:

Lemma 10. If M is (e, d)-differentially private, then for any event E C X x II,

Pr [(z,7) € E] <e€° Pr [(z,7m) € E]+¢
S~Pn  x~S , wrII(S) S~Pn  x~P , wII(S)

Suppose that M were not («, 8)-posterior insensitive. That is:

oo P sy 1 [a(@0) — (P[> 0] > 5 )

Let Qx| correspond to the distribution over X' obtained by sampling S" ~ Q and then sampling X €r 5’
uniformly at random. Notice also that ¢(P™) = ¢(P). Then, Equation [2| implies:

Pr max la(@x1x) ~ a(P)] > o] >

In particular, this implies that:
Pr [dTV(QXMr s P) > Oé] > f.

But then, for transcripts 7 € I1,, for which this event occurs, there exists a subset A, C X such that:
Ox|r(Ar) = P(Az) >a or P(A;) — Qxi»(4x) > a.

Let ITY and II, correspond to these events, respectively. If Pr [7r € Ha} > f3, then one of Pr [7r € Hi] must
be at least /2. Without loss of generality, suppose Pr [7T € H(J;] > (/2.
Let E = {(x,7): 7 € II},x € A;}. Tt then follows that:

(}E%) [(z,7) € E] — X%H [(z,7) € E] = 211:+ Pr [l =7 (Qxx(Ax) — P(Ax))

2a-Pr[7r€Hl']. (3)

On the other hand, Lemma [10| shows that:

()Ern) [(z,7) € E] - ngz)rn [(z,7) € E] < (ef —1) XI(’X)rH [(x,m) € E]+ 06
< (ef—1) X%rn [rell]+6 (4)

It follows that if we let 3 = /c for any ¢ > 0, then Equations [3] and [4] contradict when o > (e — 1) + 2c.
Thus, (M, A) must be ((e° — 1) + 2c, §/c)-posterior sensitive. O
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